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Law firms in the Inland Empire face a unique intersection of challenges. You're handling some of the
most sensitive data in any profession, operating under strict ethical obligations from the California

State Bar, and competing in a market where clients increasingly want to know that their information
is protected. This guide is designed to give you a clear picture of what's required, what's at stake, and
what practical steps you can take.

We work with law firms across Riverside and San Bernardino counties, and the patterns we see are
consistent. Most firms know they should be doing more about cybersecurity but aren't sure where to
start or what the priorities should be. This guide answers those questions.

Your Ethical Obligations Around Data Security

Let's start with the professional obligations, because this is what separates law firms from other
businesses when it comes to cybersecurity.

ABA Model Rules
The American Bar Association's Model Rules of Professional Conduct establish the baseline for
what's expected:

Rule 1.1 (Competence) requires lawyers to keep abreast of changes in technology relevant to their
practice. The comments to this rule explicitly state that competence includes understanding the
benefits and risks of technology. You can't claim ignorance about cybersecurity threats.

Rule 1.6 (Confidentiality) requires lawyers to make "reasonable efforts to prevent the inadvertent
or unauthorized disclosure of, or unauthorized access to, information relating to the representation
of a client." The key phrase is "reasonable efforts." What's reasonable evolves as threats evolve.

Rule 5.1 and 5.3 (Supervision) require partners and supervisory lawyers to ensure that the firm
has measures in place to ensure compliance with the rules, including by non-lawyer staff and third-
party service providers.

California-Specific Obligations
California adds additional layers:

California Rules of Professional Conduct Rule 1.6 mirrors the ABA's confidentiality
requirements but is interpreted in the context of California's broader privacy-focused legal landscape.

California Consumer Privacy Act (CCPA) and California Privacy Rights Act (CPRA) may
apply to your firm depending on your revenue, the amount of personal information you process, and
whether you handle data on behalf of business clients who are themselves subject to the CCPA. If
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California's data breach notification law (Civil Code 1798.82) requires notification to
affected individuals when unencrypted personal information is compromised. The notification

requirements are specific about timing and content.

What "Reasonable Efforts" Actually Means
The ABA's formal opinions provide guidance on what constitutes reasonable efforts:

Conducting a risk assessment of your firm's data and technology

Implementing appropriate security measures based on that assessment

Training lawyers and staff on cybersecurity

Having an incident response plan

Vetting third-party service providers for adequate security

Using encryption for sensitive client communications when warranted

Monitoring for unauthorized access to client files

None of this requires perfection. But it does require demonstrable, documented effort. A firm that

does nothing and gets breached is in a very different position than a firm that had reasonable security
measures in place and still got hit.

The Threat Landscape for Law Firms

Understanding what you're defending against helps you prioritize your investments.

Ransomware
Ransomware is the top threat for law firms by a wide margin. Attackers encrypt your files and
demand payment, often in the hundreds of thousands of dollars. The leverage they hold over law
firms is unique because of the sensitivity of the data and the ethical obligations around it. Some

ransomware groups now practice "double extortion," where they steal data before encrypting it and
threaten to publish it if you don't pay.

Business Email Compromise (BEC)
BEC attacks target law firms because of the large financial transactions they handle. An attacker
compromises or spoofs a partner's email and sends wire transfer instructions to a client, real estate

escrow company, or the firm's own accounting department. Single BEC incidents routinely run into
six figures — the FBI's Internet Crime Complaint Center consistently ranks BEC among the costliest
cybercrime categories, with reported losses in the billions of dollars every year, and law firms are a
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Phishing
Phishing remains the primary delivery mechanism for both ransomware and BEC. Attackers craft
emails that look like court notifications, opposing counsel correspondence, client documents, or even
internal firm communications. Legal-specific phishing campaigns are increasingly sophisticated.

Insider Threats
Not all threats come from outside. Departing attorneys taking client files, staff accessing data they
shouldn't, or simple negligence like leaving a laptop unlocked in a courthouse. These internal risks
need the same attention as external threats.

Compliance Frameworks That Apply

Beyond ethical obligations, several compliance frameworks may apply to your firm depending on
your practice areas and clients.

FTC Safeguards Rule (by way of your clients)
Here's a misconception worth clearing up: the FTC Safeguards Rule generally does not apply to law
firms directly. A federal appeals court settled that in 2005 (American Bar Association v. FTC),

holding that practicing law doesn't make a firm a "financial institution" under the Gramm-Leach-
Bliley Act. But that's not the end of the story. If you represent banks, lenders, mortgage companies,
auto dealers, or other covered financial institutions, those clients are on the hook for the rule — and

their outside counsel guidelines and engagement agreements increasingly pass their security
obligations down to you contractually. Expect requirements like encryption, MFA (multi-factor
authentication), access controls, and continuous monitoring to show up in your engagement terms

even though the regulation never names you. The rule may not apply to you. Your engagement letter
might.

HIPAA
Personal injury firms, medical malpractice practices, and any firm that receives protected health

information (PHI) from healthcare clients may have HIPAA obligations as a business associate. This
requires a BAA with the covered entity and compliance with HIPAA's security and privacy rules.

PCI-DSS
If your firm accepts credit card payments for fees (many do through online portals), PCI-DSS
requirements apply to how you process and store cardholder data.
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A Practical Security Roadmap for Your Firm

Based on our experience working with Inland Empire law firms, here's a prioritized roadmap that
addresses both the biggest risks and the compliance requirements.

Phase 1: The Non-Negotiables (Weeks 1-4)
These items address the most critical vulnerabilities and are required by virtually every compliance
framework:

Deploy multi-factor authentication everywhere. Email, document management systems,

practice management software, VPN, cloud storage. Every account that touches client data needs
MFA. This single step eliminates the majority of credential-based attacks.

Implement endpoint detection and response (EDR). Replace basic antivirus with EDR on

every workstation and laptop. EDR monitors for suspicious behavior patterns and can automatically
isolate a compromised device. This is your primary defense against ransomware.

Encrypt all devices. Full disk encryption on every laptop, desktop, and mobile device. If a device is
lost or stolen, encryption is the difference between an inconvenience and a reportable data breach.

Establish immutable backups. Configure backups that cannot be modified or deleted by
ransomware. Test them immediately. Know your recovery time and make sure it's acceptable for your
firm's operations.

Phase 2: Building the Foundation (Weeks 5-12)
Email security hardening. Advanced threat protection, impersonation detection,
DMARC/DKIM/SPF configuration, and external email tagging. This dramatically reduces the
effectiveness of phishing and BEC attacks.

Network segmentation. Separate your network into zones: servers, workstations, guest Wi-Fi,
and any IoT devices. This contains the blast radius if a device is compromised.

Security awareness training. Implement ongoing training with monthly phishing simulations.

Focus on legal-specific scenarios: fake court notices, spoofed opposing counsel emails, fraudulent
wire transfer requests.

Document your policies. Create or update your information security policy, acceptable use policy,

incident response plan, and data handling procedures. These are required for compliance and
essential for demonstrating "reasonable efforts."

Phase 3: Maturity and Monitoring (Weeks 13-24)
Continuous monitoring. Implement SIEM (Security Information and Event Management) or
equivalent monitoring that provides 24/7 visibility into your network and alerts on suspicious
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activity.

Vulnerability management. Regular vulnerability scans and annual penetration testing to

identify and fix weaknesses before attackers find them.

Vendor security assessments. Review the security practices of your cloud providers, legal
software vendors, and any other third parties with access to client data. Ensure contracts include

appropriate security requirements.

Incident response rehearsal. Conduct a tabletop exercise walking through a ransomware
scenario. Include partners, IT staff, and key administrative personnel. Document lessons learned and

update your plan.

Cyber insurance review. Ensure your coverage is adequate and aligned with your actual security
posture. Work with a broker who specializes in professional services or law firm coverage.

Managing Client Expectations

Increasingly, sophisticated clients (especially corporate clients) are asking about their law firm's
cybersecurity practices before engaging them. Some are including security requirements in their
outside counsel guidelines.

Being able to demonstrate a mature security posture is becoming a competitive advantage. Firms that
can point to documented policies, regular assessments, employee training, and technical controls are
winning business over firms that can't.

Consider proactively communicating your security practices to clients. You don't need to share
technical details, but a statement that your firm takes information security seriously and maintains
specific programs around training, monitoring, and incident response goes a long way.

The Cost Question

The number one concern we hear from managing partners is "what does this cost?" Here's the
straightforward answer: for a typical Inland Empire law firm with 15 to 75 employees, a
comprehensive managed security program runs between $4,000 and $15,000 per month, depending

on the size and complexity of the environment.

That sounds like a lot until you compare it to the alternatives:

IBM's Cost of a Data Breach report puts the global average cost of a breach at $4.9 million (2024

edition) — and breaches involving regulated data tend to run higher

Ransomware recovery for a professional services firm — downtime, forensics, rebuilding, legal
exposure — routinely runs well into seven figures
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Cost of a malpractice claim stemming from a security breach: variable, but potentially career-
ending

Cost of losing clients due to a publicized breach: unquantifiable

The math is pretty clear. And many firms find that modernizing their IT environment actually
reduces other costs through better efficiency, fewer support issues, and elimination of redundant

tools and licenses.

Getting Started

The right first step is understanding where your firm stands today. We offer a security and
compliance assessment specifically designed for law firms that evaluates your environment against

ABA guidelines, applicable regulations, and current threat patterns.

The assessment takes a few hours, covers everything in this guide, and produces a prioritized report
you can share with your partners. There's no cost and no obligation. If you want to engage us to help

close the gaps, great. If you want to take the report and handle it internally or with another provider,
that's fine too.

Your clients trust you with their most consequential legal matters. That trust extends to how you

protect their information. A proactive approach to cybersecurity isn't just risk management. It's the
right thing to do.
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